IIpopunakTnka npecrynjieHuii, COBepumiaeMbIX ¢ HCIOJIb30BAHNEM
HH(POPMALHOHHO-KOMMYHHKAIMOHHBIX TEXHOJIOT Ui

Pa3BuTne coBpeMEHHOro OOIIECTBAa, OCHOBAHHOIO HA MCHOJIb30BaHUU OTPOMHOTO
MaccuBa pa3HoOOpa3HOM HHGOPMAIIMK, HEMBICIUMO 0€3 MIMPOKOTO BHEAPECHUS
KOMITBIOTEPHON TEXHUKH.

Ona cnyXuT [0 XpaHeHHsT U oOpaOOTKM HMHPOpMALUHU, HCIONb3YETCs
KaK CPEJCTBO CBSI3U U KOMMYHHKAIUH.

3a mociegHHE UYeThlpe Troja IMPOM30LIeN] Pe3KUid pocT  MpecTyIUICHUH,
COBEPLIEHHBIX C MPUMEHEHUEM HH(POPMALNOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTIHM
(manee - UKT) mnu B chepe xomnbroTepHO MH(pOpManuu - Oosee, YeM B IIECTh Pas3.
bonee monoBHHBI TPECTYIJIEHUH COBEPUIEHO C HCHONb30BaHUEM ceTH «M HTepHeT»,
3HAYUTEIbHOE KOJUYECTBO - C NPUMEHEHHEM CPEICTB MOOUJIBHOW CBSI3U, PAacCUETHBIX
(TUTaCTHKOBBIX) KapT.

K conmanbabiM npuunHaM pocta npectynHocty B chepe UKT orHocuTCs:

- BceoOmass KOMIIBIOTEpH3alisi, KOTOpas CO3/aeT HEOOXOAMMYIO  cpeay
IS ACSITEIbHOCTH KOMITBIOTEPHBIX MTPECTYITHUKOB;

- IPOTUBOPEUHUS] MEXJy TMOTPEOHOCTSAMU  HACEJEHUS U BO3MOXKHOCTBIO
UX yJIOBJIETBOPEHUS JIETAIbHBIMU CIIOCOOAMU B CHITY HU3KOT'O YPOBHS JKU3HU;

- JIETKOMBICJIEHHOE OTHOILIIEHHE POCCUHMCKOro oO0IIecTBa K KOMIIBIOTEPHOM
MPECTYNHOCTH;

- JIOBEPUYMBOCTh TpakJaH IpPH OHJAWH-TIOKYIIKE TOBApOB W YyCiIyr (omuara
10 WX TOJY4YEeHHs, OCOOEHHO Yepe3 HMHTEPHET-KOIIENEeK, a HE 4Yepe3 pacyeTHbIH CueT
0aHKa, TOMOUIb MO OOBSABIECHUSAM OT OJArOoTBOPUTEIBHBIX OpraHU3ALMN uYepe3 CauThI-
nyOsepbl cO CTOPOHHUMH PEKBU3UTAMU JJIs IEPEUUCTICHUS JCHET).

[Ipopunaktuka OCOOCHHO BakHa B  OTHOIIEHHWHW  HECOBEPIICHHOJIETHUX
nonb3oBarenen cetn  «VHTepHET». VYuuTBIBasg, 4YTO 3HAYUTENBHYHO TIPYIIYy JIHL,
COBEpILAIOIIUX MPECTyIJICHUsI B ceTH VHTepHET, COCTaBJIAIOT paHee HE CyAUMbBIe
yyamuecs, B TOM UYHCJIE€ M HECOBEPIIEHHOJETHHE, C LEJIbI0 MNPO(PUIAKTHIECKOTO
BO3JICMCTBHA HAa HHUX HEOOXOAMMO TPOBOAUTH MPOPUIAKTHUECKUE MEPONPUSTHSI
B IIKOJIaX, BBICHIMX Y4YEOHBIX 3aBEACHUAX, IyOJMKOBAaTh CTaTbM Ha 3Ty TeMY.

AHanu3 1aHHBIX YroJIOBHO-NIPABOBOIl CTaTUCTUKU CBUAETEIBCTBYET O POCTE YMCIIA
TaKMX IPECTYIHBIX JACSHUI.

Tax, 3a 2020 rog Ha Tepputopuu MypmaHckoi obnactu ¢ ucnonb3zoBanuem UKT
cosepiiero 6osee 4200 npecryruienuit, uro Ha 75% Oonbine, yem B 2019 rogy. U3 Hux
2189 - »TO MOILIEHHHWYECTBA, COBEPILICHHbIE, B TOM YHUCJIE€ C HCIHOJb30BAHUEM
ANIEKTPOHHBIX CPEJCTB IUIaTeka U B chepe KOMIBbIOTEPHONM HHGPOpPMALUU.

Tonpko 3a sgHBapb TEKYLIETO Tofa >KePTBaMU JEHCTBYIOIIMX JUCTAHIIMOHHO
37I0YMBIIIIEHHUKOB cTanu 308 xuteneil pernoHa.

K nanOonee TUIMYHBIM CITOCOOAM COBEPIIECHHUS MPECTYIUICHUH C MCIOJIB30BaHUEM
MH(POPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX TEXHOJOTHI MOKHO OTHECTH CIEIYIOIIHE.

3MOYMBIIUIGHHUKN 3BOHAT TpaxkJaHaM, MPEICTaBISICh COTPYJHUKAMH OaHKOB,
Ha3blBasg MX [0 UMEHU, OTYECTBY, MPOCAT COOOIINTH JJaHHbIE OAHKOBCKUX KapT (HOMep,
CVC(CVV), PIN-konmbl W T.I.) JUIs TPEIOTBPAIICHUS SIKOObI HECAHKIIMOHUPOBAHHOTO
CIHCaHUsl JCHEeXKHBIX CpelncTB Ju00 odopmieHus kpenurta. Mcmonw3ys 3T cBeneHwUs,
MOJIY4al0T yJajJeHHBIA TOCTYI K JIMYHOMY KaOMHETY KJIMeHTa 0aHKa U MEPEeBOJSAT JE€HBIHU
6e3 BegoMa coOcTBeHHUKA. [Ipu 3TOM, MPECTYNMHUKU MOTYT MCIHOJIB30BaTh MPOTPAMMBI
MOJIMEHBI TeIe(QOHHBIX HOMEPOB, B CBSI3U C UEM HOMEP BXOJSAIIETO 3BOHKA OMpEesieTCs
y KJIMEHTa Kak HoMep OaHKa. 3ayacTyro BBEJEHHbIE B 3a0JyXKICHHE TpakJaHE CaMH
MEepeBOJAT  JEHEXXHbIE  CpeAcTBa  HA  CYeTa,  yKa3aHHblE  MOIICHHHUKaMH.



PacnipocTpaHeHbl XUINEHHS ¢ UCIIOIBb30BaHHEM MPECTYIMHUKAMU cepBuca «AVItoy.
BBons rpaxxgaHuHa B 3a0iy’K/I€HHE OTHOCHUTEIBHO CBOEr0 HaMepeHUs NpUOOpECTH
WIM TpoAaTh TOBap, B XOJ€ TEIEPOHHBIX Pa3rOBOPOB 3JIOYMBIIUIEHHUKH Y3HAIOT
PEKBHU3UTHl OAHKOBCKOM KapThl IMOTEPIIEBILErO, MPU TOMOIIM KOTOPBIX CIHCHIBAIOT
JICHE)KHbIE CPEJCTBAa CO cueTa. B psne ciaywyaeB mpeniaraercs MepeiTH MO CChUIKAM
JUIS TIEPEeBOJA JIEHEKHBIX CpEACTB, IIOCIIE YEro «IpOJaBEl» HE MPEIOCTaBISIET
OIJIAYEHHBII TOBAp U HE BBIXOJUT HA CBSA3b.

Kpome 3Toro, nmpecTymHHKH MaccoBO pacchuiatoT SMS-coolIieHus ciaeayromero
comepkanus: «Bama kapra 3abmokupoBaHa. J{ns  pa30IOKHPOBKH  HEOOXOIUMO
MO3BOHUTH [0 HOMEPY...». DBONBIIMHCTBO Tpa)kgaH, BMECTO TOT0, YTOOBI Cpazy
oOpaTUThCsl B CBOM OaHK AJisi MPOBEPKU MOCTYNUBIIEH WHMOpMAIMK, NMEpPe3BaHUBAIOT
mo ykazaHHOMy B SMS-cooOmieHnn HOMEPY M B XOJE pasroBopa IepeaaroT
3MIOYMBIIIEHHUKaM ~ WHQopMmanuio o  OaHKOBCKUX  pPEKBU3UTAX, IIOCIE  Yero
OCYIIECTBJIIETCS HE3aKOHHOE CIIMCAHME JCHEXKHBIX CPEACTB. 3a4acTyl0 IpakJaHE CAMH
MEPEBOJIAT JEHEKHBIE CPEACTBA HA YKAa3aHHBIE MPECTYHUKAMU «3alIHUILEHHBIE)» CUeTa
AKOOBI 711 UX coXpaHeHMs. DAaKTUUECKH JIEHEKHbIE CPEACTBA BBIOBIBAIOT U3 3aKOHHOIO
BIIaJICHUS], U COOCTBEHHHUK HE MMEET K HUM JIOCTYIIA.

XUIIeHUs] JIEHEXHBIX CPEICTB y TpaXKIaH COBEPIIAIOTCS TaKXkKe IyTeM
HanpaBieHuss SMS-cooOmmeHnii 0 BBIMTPEIIIE, ISl MOTYy4eHUS] KOTOPOTO HEOOXOIMMO
TIEPEBECTH JICHEKHBIE CPEICTBA HAa YKA3aHHBI aOOHEHTCKUIA HOMED.

Pacrmipoctpanens! (GakTbl, KOrja MPECTYMHUKH MPEACTABIAIOTCS POJICTBEHHUKAMU
nu00 3HAKOMBIMH TOTEPIEBIIUX, pPacCKa3bIBalOT, YTO Tomanu B Oecemy (craiu
BUHOBHUKOM JIOPOKHO-TPAHCIIOPTHOTO TMPOUCIIECTBUSI, 3aJep’KaHbl COTPYIHUKAMHU
MOJIUIIMU, CPOYHO TPeOYIOTCS NEHBI'M HA OMEPAlMI0O M T.II.) M MPOCSAT MPEJOCTABUTH
UM JICHE)KHBIE CPEJICTBA.

370YMBIIIJIEHHUKHA B3JIAMBIBAIOT 3JEKTPOHHYIO TOYTY, aKKAyHThl B COLMAIbHBIX
CETsIX, MOCJI€ YEro OT UMEHH TOJIb30BATENS PACCHUIAIOT IpaXkaaHaM, CBEJACHHS O KOTOPBIX
UMEIOTCd B KOHTaKTax JaHHOTO JIMIA, MpOChObl O 3aliMe JIEHEXHBIX CPEJICTB.
B pe3ynbrare qeHbI'M MOCTYMAIOT HA CYET MOIICHHHKA.

UToObl HE CTAaTh KEPTBOU MPECTYNHUKOB, HEOOXOUMO CIEA0BATH ONpPEEICHHBIM
MIpaBUIIAM:

1. Ecnu monydeH 3BOHOK WM COOOIEHHWE B COIHMAIBHON CETH C MPOoCchOOi
O CPOYHOH JIEHEKHOW MOMOIIHU ISl 3HAKOMOI'O WJIM POJICTBEHHUKA, HE CTOUT MPUHUMATh
pemienne cpa3y. HeoOxoaumo NpoBepuTh MONYYCHHYIO HH(POPMAILNIO, CBSA3aBILUCH
CO CBOMMU POJHBIMU U 3HAKOMBIMHU.

2. Huxorga m HUKOMY He cooOmaiTe TpEX3HAYHBIN KOJ Ha OOpaTHOM CTOpPOHE
Bameit  OGamkoBckod  kaptel (CVV), »a3t0 wmod k Bammm  ngeHbram.

3. Henb3s cooOmiaTe HUKOMY JIMYHBIC CBEACHHS, JaHHbIE OAHKOBCKHX KapT
n CMC-naponu, KOTOpble MOTYT OBITh HCIHOJIB30BaHBl  3JIOYMBIIUICHHUKAMHU
JUJISl HETIPABOMEPHBIX JEHCTBUMN.

4. Ecin nmo Tenedony Bac mpocst HaOpaTh komMOuHamuio 1udp B OaHKOMATe,
npekparure pasroBop. Hwukornma He  BbIIONHANWTE JeHWCTBUS € OaHKOMAaTOM
«T0J TUKTOBKY» APYTOro 4eloBeKa.

HeobxomuMo  MOMHUTH, 9YTO  3JIOYMBINIUICHHHUKH  MOTYT  MPEIACTaBUTHCS
COTpyIHUKaMH OaHKa, MPABOOXPAHUTEIHHOTO OpraHa, YUYPEKICHHS 3JPaBOOXPAHCHHUS
u obparmiarbest kK Bam o umenu u oruectBy. OHAKO TOIHKO MOIICHHUKH OYIYyT MPOCHUTH
COOOLTUTHh PEKBU3UTHI OAHKOBCKOW KapThl, cMc-naponb (kox), CVV-kon Bameit kapTol.
B kaxx1om Takom ciydyae He0OX0IUMO 3aBEpUINTH Pa3roBOpP.



CotpynHuky 6aHKa TaKKe HE MpeJIararoT:

- YCTaHOBHUTH MPOTPAaMMBbI yJAJIEHHOTO IOCTyma (WM CTOPOHHHE MPHIIOKEHUS)
Ha MOOWJIBHOE YCTPOMCTBO W pa3pemiuTh MOAKIIOYEHHE K HHM IOJA NPEIOrOM
TEXHUYECKOW TMONJCPXKKU (Hampumep, Ui yOaJeHUs BUPYCOB C€ MOOMIBHOTO
YCTpOICTBA);

- IEPEBECTH JICHEKHBIE CPEACTBA HA «3AIUIIEHHBIA CUETY;

-  BKJIIOYHMTH T[epeajpecanuio Ha TeledoHE KIMEHTa JJIS COBEPIICHHUS
B JIaJIbHEHINIEM 3BOHKA OT €r0 UMEHU B OaHK.

Ecmn Bel cramm skepTBOW MpecTynmHHKA, HEOOXOAMMO HE3aMEITUTEIIBHO
00paTUTHCS B OpraHbl BHYTPEHHUX JIEJI C COOTBETCTBYIOIIUM 3asBJICHHUEM JUYHO JIUOO
NMo3BOHUTHh MO Tenedponam: 5-14-72 wumu 112. B 3asgBiaeHun cieayeT MaKCHUMAaIbHO
NOJPOOHO paccKka3aTh O BceX 00CTOSITEIhCTBAX COOBITH. Tarke ClieyeT MPUHITH MEPhI
K OJIOKMpOBKE 0AaHKOBCKOW KapThl



Hukomy HE COOBLLATE pekBu3nThLI CBOUX GaHKOBCKUX KapT

HE OBLAVTECb no TenepoHy C nuLaMu, OGELAoWMMM PasnyHbIe
OOHYCbl, BbIUrPbIWKW, JbIOTbI,  CKUAKW, OecnnatHble ycnyrn, HE
MEPE3BAHVBANTE Ha He3Hakomble Homepa, HE COOBLLANTE
MOCTOPOHHUM CBOM MEPCOHa/IbHbIE AaHHbIe

BHUMaTeNbHO yuTaiite YC/IOBUA MOJMIb30OBATENLCKNX COMNALEHUN
NPWIOXEHWIA 1 OHM1aH-CEPBUCOB

3AMPELWANTE AOCTYN MOGUAbHBLIX MPUAOKEHWI K MHhOpMaLmi,
XpaHsLlencs B Bawem TenedgoHe

HE YCTAHAB/MBAITE Ha MOGW/LHbIV TeNeqoH NPUIOXeH!s 13
HEN3BECTHbIX NCTOYHMKOB

YcraHosute HACTPOVIKA MPUBATHOCTW ans cBoero npodmns
B COLMaNbLHON ceTu

HE OTKPBIBAWTE B TenedoHe 1 B 3/1EKTPOHHOI NOUTE COMHUTESbHBIE,
aTaKxke paHee He UCNO/Ib30BaHHble Bamu CCbIIKM 13 COOBLLEHWIA

6aatenibiH I Npu Ma W 30» hi ncpeacn 0 534
n cetn NHTepHeT!

Ecnny Bac ecTb NO403peHUs, YTO Bbl cTanm >xepTBO MOLLUEHHUKOB,
He3ame/IMTeNbHO obpaTnTechb B NOAUUMIO No TenedoHam 102 nan 112

Mpokypatypa MypmaHCcKoi 061acTn YnpaBneHne PockoMHaa3opa no MypmaHCcKon 06nactu



